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Inside Technical ID ?

• Authentication: proof you're the one you claim to  be

­ Biometric: picture, fingerprint, voice, ...

­ Secret: login/passwd, certificate, pin code, ...

• Attributes: define what you are

­ Authorization attributes: allow to drive a motorbike

­ Personalization attributes: preferred color, speak French

­ Group attributes: French citizen, Manager, ...

• Verification: proof this document is valid

­ Signature + Certificates

­ Date and place of issuance.

­ Validity time stamp. 
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Middle age castle are not working any more.

Old security architectures Old security architectures 
are bases on multi-layer are bases on multi-layer 
walls and security zones.walls and security zones.

New architecture should be New architecture should be 
compliant with today compliant with today 
business model.business model.
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User Centric versus User Control

TCP/IP Brain interface

Cardspace / ID selectors
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Identity Legacy 
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Identity Federation
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What's about after authentication

Not So Trusted
Outsourced Zone

User Trusted Zone

Outsource Service
ex:Travel Agency

Payment/Charging ServiceDelivery Service
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My BankMy Others Svc

Do I know this
person ?

Price/Amount

What's your bank ?

May I charge this ?

Send this to

Where should
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SAML2 + ID_WSF Dance
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Fully distributed, partially 
Heterogeneous
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Identity Selector
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Citizen Portal
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My 0.1€ predictions for next 18/36 months

• Authentication
­ SAML2: enterprise, governments, telcos, …
­ Open-ID2: blogs, photos sharing services, …
­ Infocard: password less authentication GUI

• Attribute exchanges
­ Authentication attributes will continue to be the most 

common practice for some time.
­ ID-WSF2 in government or where ever privacy is 

enforced by regulation.
­ OAuth for “cheap” services, in conjunction with OpenID.

• Convergence
­ Protocol will first be bridged (ex: ID-WSF on REST, IDP 

supporting SAML2 & OpenID, SAML2/SIP, ....) 
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http://www.projectliberty.org
http://www.opensso.org
http://kantarainitiative.org
http://www.fridu.org/fulup­publications
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