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Identity Legacy

(let's built my own flavor)

App-1 App-2 App-3 App-4

~EEE
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Unique Central repository

(almost unique)

Identity Jungle Apr 1, 2009 fulup@sun.com 3
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Identity and Password Syncing

(adhoc solution, hero period, do it yourself)

App-3 App-4

>
©
?
N

Rep-4

-_— =
Central Repository

Identity Syncing
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Identity Full Provisioning

(Unique ID & pre-creation of ID necessary)

External
>t Partner

Identity
Provisioning

Identity Jungle Apr 1, 2009 fulup@sun.com 5
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Portal centric, eSSO, rProxy,

(do not solve the problem, but hide it)

ESSO
R-proxy
Unique Portal entry door
Passwd/Vault
Management
App-1 App-2 App-3 App-4

Passwd
Vault

_
Central Repository

Identity Jungle Apr 1, 2009 fulup@sun.com
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ederation [Liberty-

(no unique-ID, Lazy provisioning, Roaming)

_—

CoT

SAML-2 Protocol

Identity
Provider
(authority)

- Federation

Session
Rep-4 SSO
Authentication

Identity Jungle Apr 1, 2009 fulup@sun.com 7
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Standards why and what ?

‘Portability versus Interoperability
Posix, Java, PHP,...

TCP/IP, HTTP, SOAP,...

Applications

-Cost of adoption
legacy applications
end-user adoption

‘Level Services provided

transport: end to end, point to point,
stream, broadcast

security: encoding, authorization, SOAP
authentication, legal compliance TCP/IP

infrastructure: user schema, group
management, discovery mechanism

Compliance to legislation

Transport

cetc.

Identity Jungle Apr 1, 2009 fulup@sun.com 8


mailto:fulup@sun.com

Sun

microsystems

Should we even know about this ?

Description

Data Services
Services

Template

Authn,
Interaction § People IdSSQ’ riscovery
: : entity :
Service Service M . Service Metadata
aprqd .)

Security M_. 1a\ is me Security
SA 1L Pr file policy URIs

SO P L inding S\ A"

»

SUl 8\ Vo U —ECuUrP”.viechanisms
NO ik 3tie
Fioneviork \

MAJ Vi g
> Binding
W ‘ _

Liberty Alliance standard

External standard

Third-party (possibly a standard

Identity Jungle Apr 1, 2009 fulup@sun.com 9
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User Centric versus User Control

¢

Sun

D - ..:gl-.-l. el -;).IT_.
DD A 1 | 1ANCE

|NTERDPE RABLE

| OpenD

L SISVO
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How much user centric ?

* Dick Hart & Kim Cameron
- Protocol passed through end user terminal

- Because SP/RP must trust user terminal, no
contract in between IDP and SP/RP is required.

- Self defined or when needed ID can be signed/store
by a trusted authority

* Open-ID
- “Nobody should own this” (Brad Fitzpatrick)

- User as full freedom of choosing its ID and IDP
- User can delegate or handle its own authority

* Liberty-SAML?2
- Protocol with built-in privacy
- User as to consent, when ever needed
-.-. Relation based on a contractual trust .
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What's about after authentication

Not So Trusted
Outsourced Zone

Send this to

Outsource Service
ex:Travel Agency

Authorization Code

v

Delivery Service

Price/Amount\
Y

Payment/Charging Service

Where should
| send it ?

Do | know this
person ?

| want to ?

User Trusted Zone

/

What's your bank ?

May | charge this ?

/

Controls, accepts, denies

Identity Jungle
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How to retrieve attributes

bypassing the authentication
authority

(Y
S IDP
>
&
< D
4 %
) YA
0 )
\5& 8}6
v 2 ’)@
)
3 (@)
2

—

/

—» SAML2 — » ID-WSF —®» Contract
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Attributes Exchange (ID-WSF)

Sendce's policy decision

-
i PDP i
l [
--------- ‘\

Identity Jungle

WSC (SP)

Request Service
Descriptor and Service
Assertion for a service

Discovery
Service

-

Informations provided to
invoke the attribute provider

*EndPoint (where is the
service)

*NamelD (define target user
within the service)

*Security Token (authority
vision on the transaction)

Invoke service (attributd requ

VWSP { AP} vith Service Assertion

Apr 1, 2009 fulup@sun.com
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oAuth (web authentication token)

OAuth Authentication Flow

Consumer Service Provider
0 Consumer Reguests
E Aequest Token
Request F— £ g Request includes
Requost Token |~ 0' T Request Token B ocauth_consumer_key,
— T = 3 oauth_signature_metheod,
4 = E oauth_signature,
; (] oauth_timestamp,
.............................................. s esipkpson
Direct Usar 1o i oauth_version (optional).
Service Provider [~ 'ﬂ """"""
B
10_, Obtaln User & £
Authorizati 2
S ER: 9 Service Provider Grants
; E % Request Token
o
Dmsﬂsr:;rm Response includes
oauth_token,
...................................................................... ﬂamhhtnken_secrell
Request .g
'_ [ =
% E% () Consumer Directs User to
i =
' 'B = Grant & Service Provider
Accoss Tokon i
_ = Request includes
! =g oauth_token (optional),
e SRS e s £ oauth_callback (optional).
........... s S R

0 Sarvice Provider Directs
User to Consumer

Access Protectad
Resources

Parscn Using Web Browsar
or Manual Entry

=

Request includes
oauth_token {optional).

ConsumernSenice Provider

Identity Jungle Apr 1, 200Y tulup@sun.com

e

Consumer Requests
Access Token

Request includes
cauth_consumer_key,
oauth_token,
oauth_signature_method,
cauth_signature,
oauth_timestamp,
oauth_nonce,
oauth_version [optional).

Service Provider
Grants Access Token

Response includes
oauth_token,
oauth_token secret.

Consumer Accesses
Protected Resources

Reguest includes
cauth_consumer_key,
oauth_token,
oauth_signature_method,
oauth_signature,
oauth_timestamp,
oauth_nonce,
oauth_version (optional).

Sun

microsystems

15
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My 0.1€ predictions

* Authentication
- SAML2 enterprise, governments, telcos, ...
- Open-ID2 for blogs, photos sharing services, ...
- Inforcard for password less authentication GUI

» Attributes exchanges

- Authentication attributes will continue to be the
most common practice

- ID-WSF2 in government or where ever privacy is
enforce by requlation.

- Oauth for cheap services (with OpenlID).

* Convergence

- Protocol willlst be bridged (ex: ID-WSF on REST,
IDP supporting SAML2 & OpenlD, ....)

Identity Jungle Apr 1, 2009 fulup@sun.com 17
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http://www.projectliberty.org/
http://www.opensso.org/
http://www.fridu.org/fulup-publications
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