Why Federation
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What's About Privacy
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1) User buy something

2) Shop check payment
service (Visa, Amex, Paypal, ...)

3)Payment Service check
customer bank

-

=

Customer

B 4)Bank check user consent

5)Shop give packet to
4 shipping service

6)Good is deliver where
ever customer want

Actor Must have relation with Must know Attributes
*Customer: vendor, shipping, bank products(choose), price(accept),

delivery address (choose/select)
*Shop: payment, shipping price (own), product (from customer)
*Shipping: shop delivery address (from customer)
Payment shop, bank price(from shop), bank(from customer)
*Bank: payment, customer price (from payment), bank account(own)

Sun Confidential: Internal Only




mifcrosystems

Global CoT Interconnection

GUIDE Project
Regions

eGovernment

eGovernment

Inter-Agency

Ministry of
Transportation

Telecomltalia
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Federation Agreement

- We cannot get an
efficient railroad if
there Is not agreement
on the width between
rails - and

- We cannot study this
problem as an
iIndividual ralil line issue
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Mature and Evolving
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Norway: BanklD for Mobile Phones

Ads hv GooaleRill Pavmenthnhile Cantenthlahile |

Telenor and the Norwegian
banking industry have
announced they have entered
into a "unique agreement to
make life simpler for millions of
Norwegians by making banking
and payment services available
via a mobile phone, anytime
and anywhere."
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Payment Solutio

Liberty Deployment Guidelines: 401K

Organization Description

American Express | Both SSO Intranet (aexp.com)
and Internet (American
express.com) are Liberty-enabled.
Productionalized federations with
AEFA. Partner federations with
several organizations are
underway.

MAESTRO enables online
banking with the Citizen card (see

e-govt)

Austrian Citizen
Card

Reference Architecture for Cross-
organizational Single Sign On

,,,,,,,,,,,

Serum
Conceptual Architecture is adopted
from US Federal e-Authentication initiative
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Technology

Liberty Federation
and Liberty Web
Services

Migrating to Liberty
Federation

El Identity Provider (IdP)

Includes recommendations about
sLevels of Authentication

«Core user identity attributes

J— *LUnique key to link user accounts

E' Service Provider (SP)

SAML 2.0 is the recommended federation standard
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